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INTRODUCTION

ABSTRACT

This article examines the 2024 Synnovis ransomware attack on
the United Kingdom’s National Health Service. The study
employs a qualitative single-case design based on a structured
desk review. The evidence was analysed through Borghard and
Lonergan’s framework of cyber coercion. The findings show that
Qilin clearly communicated a financial demand and imposed
substantial operational, clinical, financial, reputational and
informational costs through various disruption measures.
However, these consequences demonstrate successful cost
imposition rather than successful alteration of the target’s cost-
benefit calculus. The ransom remained unpaid, indicating that
the coercive pressure was insufficient to produce compliance.
Qilin’s credibility was demonstrated through actual disruption
and the publication of stolen data, while reassurance remained
weak because payment could not guarantee system restoration,
permanent data deletion, or protection from further
exploitation. The article contributes to cyber-coercion research
by extending its application to criminal ransomware and showing
that coercive effectiveness depends partly on the relationship
among service dependency, cost distribution, decision authority,
and behavioural outcome.

The digital transformation of healthcare has reshaped how states provide essential
public services (Komariah et al., 2025; Mauro et al., 2024; Neubauer et al., 2026; Stoumpos et
al.,, 2023). For example, in the United Kingdom, the National Health Service (NHS) has
increasingly relied on digital infrastructure to build a connection between patients, hospitals
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and the health administrative systems (Cresswell & Williams, 2026). This dependence can be
seen in the daily routine of healthcare practices in the UK. According to Kello et al. (2026), the
NHS digital channels are used for around 94.3% of appointment bookings, 98.9% of repeat
prescription requests and 84.1% of health test result checks (see Figure 1). These numbers,
hence, indicate that healthcare digital systems in the UK have become essential to the
accessibility and continuity of healthcare services.
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Figure 1. Data of NHS App Usage
Source: Kello et al., 2026

However, greater digital integration has also increased the NHS’s exposure to cyber
risks. Healthcare services now depend on cloud infrastructure, information systems
technology, digital or electronic health records and networked medical devices. Consequently,
when there is a cyberattack, the concurrent impact thus could affect clinical and
organizational activities beyond the information technology environment itself (Aldosari,
2025; Damar et al., 2024; Sinha, 2024). Elgabry (2023), for example, makes a point to explain
that the expansion of the NHS digital environment has created additional security
vulnerabilities. This is because when these systems are disrupted, the consequences may
affect access to patient data, clinical functions, service continuity and patient safety across the
wider healthcare system.

These vulnerabilities, unfortunately, became visible during the 2024 ransomware
attack against Synnovis. On June 3, 2024, Synnovis, a pathology partnership involving SYNLAB,
Guy’s and St Thomas’ NHS Foundation Trust, and King’s College Hospital NHS Foundation
Trust, experienced a ransomware attack that caused a major information technology incident
and substantially reduced its capacity to process patient samples (Aash, 2025; Alder, 2024;
NHS England, 2024). The attack was attributed to Qilin, a ransomware group reportedly
associated with the Russian cybercrime ecosystem (Warren, 2025). The disruption from this
attack, thus, affected Guy’s and St Thomas’ NHS Foundation Trust, King’s College Hospital NHS
Foundation Trust, and around 194 general practices in South East London that depended on
Synnovis services (Rajput et al., 2025; Warren, 2025).

Henceforth, noting the scale of impact created by this attack, the Synnovis incident
raises an important problem to be considered and examined. At the immediate level, the
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operation was a financially motivated cybercrime. Qilin reportedly demanded a ransom of
USS50 million and used the threat of data exposure to pressure the victim into making a
payment (Sollof, 2025). At the broader level, the consequences affected critical healthcare
infrastructure. The attack constrained diagnostic services, disrupted medical procedures,
created risks to patient safety and weakened public confidence in the protection of sensitive
health information (Tytler, 2025). This case, therefore, exemplifies an important example of
an operation conducted by a non-state criminal group that affected the capacity of institutions
connected to the British government to maintain essential healthcare services.

On the other hand, based on the existing research on this scope of study, it provides
only a partial explanation of this problem. Healthcare cybersecurity studies have examined
some areas such as the digital vulnerabilities, operational disruption, patient safety and
organizational resilience (Aldosari, 2025; Damar et al., 2024; Elgabry, 2023; Sinha, 2024).
Meanwhile, International Relations scholarship has also tried to analyse cyber incidents in the
context of cyber espionage, sabotage, disruption, deterrence and coercion (Brantly, 2020;
Hung, 2025; Whyte & Etudo, 2025). Furthermore, another strand from cyber-coercion
research has primarily examined relations between states and the ability of governments to
use cyber capabilities to influence the behaviour of foreign adversaries (Manantan, 2020;
Sharp, 2017; Whyte, 2016).

Despite the growth of various research toward a rigorous examination of this
phenomenon, these three bodies of literature still leave a specific research gap. Such
healthcare cybersecurity research has explained how digital attacks can disrupt essential
services and endanger patient care. Meanwhile, cyber-coercion research has examined how
actors use threats and limited harm to influence the behaviour of adversaries. However, less
attention has been given to how financially motivated ransomware groups (such as Qilin)
generate coercive pressure in cyberspace through the disruption of critical healthcare services
and why its severe disruption may still fail to produce the behaviour demanded by the
attacker.

Growing out from that missing puzzle piece, an examination of the Synnovis case thus
provides an opportunity to address this gap because this case lies at the intersection of
cybercoercion and healthcare cybersecurity. In this context, Qilin was a transnational criminal
actor whose objective was financial payment. Its leverage, however, depended partly on
Synnovis’s position within a wider healthcare service network in the UK. Synnovis was the
direct organizational target, while the consequences of the attack extended to NHS’s
healthcare system, patients and the wider public. The case, therefore, raises an important
analytical question concerning the relationship between the location of disruption that
happens in cyberspace, the distribution of costs, and the decision from the authority. An
important puzzle exists: severe system-wide consequences may increase coercive pressure,
yet they do not necessarily translate into equivalent leverage over the actor capable of
authorizing compliance.

Against this background, the article asks: How can the 2024 Synnovis ransomware
attack on the United Kingdom’s National Health Service be understood as a form of coercion
in cyberspace? To resonate with that question, hence, the study implies three objectives. First,
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it identifies the coercer, the direct organizational target, the demanded behaviour and the
principal forms of pressure used during the attack. Second, it examines the case through the
four elements of cyber coercion developed by Borghard and Lonergan (2017): communication,
cost-benefit calculus, credibility and reassurance. Third, it distinguishes the costs imposed by
the attack from evidence that those costs altered the target’s decision calculus, unveiling the
links on why substantial operational, financial, reputational and clinical consequences did not
result in ransom payment.

The article, therefore, argues that the Synnovis attack constituted an unsuccessful
ransomware-based attempt at coercion. Qilin communicated a financial demand and imposed
substantial operational, clinical, financial, reputational and informational costs intended to
increase pressure for payment. The group also demonstrated its capability and willingness to
inflict further harm through service disruption and the publication of stolen data. However,
the available evidence does not establish that these costs changed the relevant decision-
maker’s preferences sufficiently to make payment preferable to continued resistance. The
ransom remained unpaid. Reassurance was also weak because payment could not provide a
dependable guarantee of complete system restoration. The case, therefore, demonstrates a
situation of cyber coercion where there are substantial cost imposition and credible
punishment but without successful coercive conversion.

To unpack that question and line of argumentation, at the general theoretical level,
the study draws on Schelling’s (1956) understanding of coercion as an attempt to influence
behaviour by shaping the relative costs associated with resistance and compliance. At the
operational level, it applies Borghard and Lonergan’s (2017) framework of coercion in
cyberspace. Their framework identifies four connected elements. First, the coercer must
communicate the demanded behaviour and the consequences associated with refusal.
Second, the coercer attempts to alter the target’s cost-benefit calculus by making continued
resistance increasingly costly relative to compliance. Third, the threat must be credible,
requiring the target to believe that the coercer possesses both the capability and willingness
to impose the threatened harm. Fourth, the coercer must provide some reassurance that
compliance will result in the termination or withholding of further punishment.

Table 1. Analytical Elements of Coercion in Cyberspace

Analytical

Theoretical meaning Application to the Synnovis case
element

The coercer communicates the L
. Ransom demand, threats of data publication,
demanded behaviour and the

Communication communication attributed to Qilin, and

consequences associated with .
refusal subsequent publication of stolen data.
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The coercer attempts to change Evidence of operational, clinical, financial,
the relative attractiveness of reputational, and informational costs;

Cost-benefit
resistance and compliance by assessment of whether these costs changed

calculus
increasing the expected costs of behaviour; and the observed outcome of non-
continued refusal. payment.
The target believes that the .
. Demonstrated access to Synnovis systems,
e coercer possesses the capability . . . . -,
Credibility operational disruption, possession of sensitive

and willingness to impose the

information, and publication of stolen data.
threatened consequences.

Reliability of promises concerning decryption,
system restoration, cessation of data
publication, deletion of stolen information,
and prevention of further exploitation.

The target has reason to believe
Reassurance that compliance will reduce or
terminate the threatened harm.

Source: Authors’ operationalization based on Borghard and Lonergan (2017)

Because Borghard and Lonergan’s (2017) framework was developed primarily to
examine coercion among states, its application to ransomware requires conceptual
adaptation. In this study, Qilin is treated as the coercer, Synnovis as the direct organizational
target, and ransom payment as the demanded behaviour. The analysis also distinguishes the
direct target from the broader actors experiencing the consequences of the attack. Hospitals,
general practices, clinicians and patients absorbed substantial operational and clinical costs
even though they were not necessarily responsible for deciding whether the ransom would
be paid. This distinction matters because the distribution of harm across an interconnected
service network may differ from the distribution of authority over the decision demanded by
the coercer.

Accordingly, the four elements are treated as analytical categories rather than
indicators that automatically establish coercive success. Communication is assessed through
the clarity of the demanded behaviour and the threatened consequences of refusal. Within
the cost-benefit dimension, the analysis distinguishes cost imposition, decision pressure and
behavioural outcome. Operational disruption, delayed procedures, recovery expenditures,
patient-safety risks, data exposure, and reputational consequences establish that costs were
imposed. They do not independently establish that those costs altered the target’s
preferences. Evidence of successful manipulation would require stronger indications that the
target moved toward compliance, such as payment, documented changes in negotiation
behaviour, or reliable evidence of internal decision-making. Credibility is assessed through
Qilin’s demonstrated capability and willingness to impose harm, while reassurance concerns
whether compliance could credibly be expected to terminate or reduce that harm.

This approach is aimed at making two related contributions. First, it tries to extend
cyber-coercion analysis beyond state actors by showing how criminal ransomware can
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reproduce several features of coercive bargaining through conditional demands, cost
imposition, credible punishment and promises of restraint. Second, it demonstrates that the
strategic significance of ransomware depends partly on the relationship between service
dependency, cost distribution and decision authority. Synnovis’s position within the
healthcare service network amplified the consequences of the attack across dependent
organizations and patients. Yet the case also demonstrates that widespread systemic harm
does not automatically translate into sufficient bargaining leverage over the actor controlling
compliance. The analytical significance of the case, therefore, lies in exploring how disruption
and unsuccessful coercion can coexist within the cyberspace.

The remainder of the article proceeds as follows. The next section explains the
gualitative case-study design, document-selection procedure and theory-guided thematic
analysis. The results and discussion section then reconstructs the Synnovis incident and
evaluates it through communication, cost-benefit calculus, credibility and reassurance, with
particular attention to the distinction between cost imposition and successful behavioural
influence. The final section considers the implications of the case for cyber-coercion research,
healthcare resilience, critical-supplier governance and the study of ransomware against
essential public services.

METHOD

This article utilizes the qualitative research approach in order to observe and examine
the 2024 Synnovis ransomware cyberattack on the UK National Health Service (NHS) (Yin,
2016). Reflecting to the research question, qualitative approach is therefore appropriate
because the paper seeks to analyze and explore how a cybersecurity attack can be understood
from the understanding of coercion in the cyberspace framework. Moving on, the research
design uses a case study design (Yin, 2018). A case study was selected because the article will
focus on a single event which is the ransomware attack on Synnovis in 2024 and also the
following subsequent responses from relevant institutions. In this context, case study design
allows the researcher to conduct an in-depth analysis of the relationship between the cyber
incident and broader questions of cyber coercion, healthcare infrastructure and international
security.

Data were collected through desk review. This technique was used because the
available evidence is primarily contained in relevant documentary sources, including
government documents, policy documents, official institutional reports, credible news
coverage and peer-reviewed journal articles. Barbieri et al. (2025) explain that desk review
involves the identification, selection and analysis of documents that may not always be
indexed in conventional academic databases, including gray literature, legal texts, institutional
reports, and government documents.

The desk review was conducted in three stages. First, a broad search was carried out
to identify sources related to Synnovis, the NHS, ransomware, healthcare cybersecurity and
coercion in cyberspace. Second, the search was narrowed to institutional and academic
sources, including publications from NHS England, the National Cyber Security Centre, UK
government policy documents, research reports on ransomware in the healthcare sector, and
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journal articles on cybersecurity and International Relations. Third, the collected documents
were selected based on their relevance to the research question, the credibility of the source
and their analytical value for explaining the Synnovis case as a form of coercion in cyberspace.

For more detail, the documentary search focused primarily on publications produced
between 2016 and 2026, covering the development of UK cybersecurity regulation, healthcare
cybersecurity, ransomware and the policy environment surrounding the Synnovis attack.
Earlier publications were retained when they provided foundational theoretical or
methodological concepts required for the study, particularly literature on coercion and
reassurance. Academic literature was identified through scholarly databases and search
platforms, while official materials were collected from GOV.UK, NHS England, the National
Cyber Security Centre, Synnovis and relevant UK government and parliamentary publications.
Additional institutional and research reports were included where they provided evidence
concerning NHS resilience, critical infrastructure, ransomware or the UK regulatory response.

The search strategy combined incident-specific, sector-specific, theoretical and policy-
related terms. These included “Synnovis ransomware,” “Synnovis cyber attack,” “Qilin
Synnovis,” “NHS ransomware,” “healthcare ransomware UK,” “healthcare cybersecurity,”
“cyber coercion,” “coercion in cyberspace,” “ransomware coercion,” “Cyber Security and
Resilience Bill,” “NIS Regulations,” and “critical suppliers cyber security.” A retrospective audit
identified 47 unique documents in the final analytical corpus, consisting of peer-reviewed
research, theoretical and methodological publications, government and institutional
documents, organizational materials, research reports and established journalistic sources.

For the inclusion and exclusion corpus, documents were included when they provided
verifiable evidence concerning the Synnovis incident, addressed ransomware or cybersecurity
in healthcare and critical infrastructure, contributed theoretical or methodological material
relevant to cyber coercion or documented the development of UK cybersecurity policy and
institutional responses. Sources were excluded when they duplicated information available
from more authoritative material, contained claims that could not be independently traced,
addressed unrelated cyber incidents or provided limited empirical or theoretical relevance to
the research question. Unverifiable social media material, unattributed online commentary
and repetitive news reports were also excluded. Where several sources described the same
event, priority was given to official and primary institutional documents, followed by peer-
reviewed research and established journalistic reporting.

n u
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Figure 2. The Research Method and Analytical Process
Soruce: Author’s Creation

The collected data were analyzed using thematic analysis developed by Braun and
Clarke (2006), as adopted through Byrne’s (2021) explanation. The research thus selects
thematic analysis because it provides the researcher with the opportunity to identify, analyze
and interpret patterns of meaning among all of the qualitative data. The thematic analysis in
this article was conducted in a theory-guided manner. This means that the coding process and
theme development were informed by Borghard and Lonergan’s framework of coercion in
cyberspace, particularly its four main elements: communication, cost-benefit calculus,
credibility and reassurance. At the same time, the analysis remained open to empirical themes
that emerged from the data, including healthcare digital dependency, third-party
vulnerability, patient safety, ransomware governance, institutional response and
international enforcement limitations (Ahmed et al., 2025).

Operationally, the thematic analysis followed six stages. First, the researcher became
familiar with the data by repeatedly reading the collected documents. Second, initial codes
were developed based on information related to the actor, target, strategic objective, form of
attack, impact, response and elements of coercion. Third, these codes were grouped into
preliminary themes, such as ransom communication, cost pressure on the victim, credibility
of threats through actual disruption and weak reassurance in ransomware negotiations.
Fourth, the themes were reviewed to ensure their consistency with the research question and
the empirical evidence. Fifth, each theme was defined and named more precisely. Sixth, the
findings will be presented as analytical description or explanation which then connects the
evidence with the analytical framework of coercion in cyberspace. Last but not least, the paper
has also applied triangulation by comparing information from government documents,
institutional reports, credible news coverage and academic articles to prevent an over reliance
toward a single source of data while also preserving the credibility of the research findings.
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RESULT AND DISCUSSION
The 2024 Ransomware Cyber Attack on Synnovis

The 2024 ransomware attack against Synnovis demonstrates how such disruption to a
single healthcare service provider can generate system-wide consequences within a highly
digitalized public health system (Grass et al., 2024; Turel, 2025). Synnovis is a pathology
partnership established by SYNLAB, Guy’s and St Thomas’ NHS Foundation Trust, and King’s
College Hospitals NHS Trust (Synnovis, 2022, 2024). Its role is strategically important because
it provides pathology and diagnostic services that support core clinical processes, including
blood testing, diagnostics, transfusion processing, sample processing and result reporting.
This is why, Synnovis is known as a critical health service because it connects various entities
in the NHS healthcare system such as laboratories, hospitals, general practices, clinicians and
patients.

To give a sense on how the incident happened, the chronology will be outlined, starting
on where the incident began on 3 June 2024, this is where Synnovis got attacked with a
ransomware cyberattack with ransom demand of US$50 million (Toparti et al., 2026). The
attack thus caused a lockdown of Synnovis systems, restricted access to pathology services,
and sharply reduced sample-processing capacity. Noting from Rajput et al. (2025) where it is
outlined that the disruption had put an effect on around 194 general practice surgeries in
South East London. Preserving consequences include such disruption to patient diagnostics,
blood transfusion processing and result reporting. These effects indicate that the attack has
thus interrupted the clinical workflow through which NHS providers diagnose, monitor and
treat patients.

The actor attributed to the attack was Qilin, a ransomware group commonly associated
with the Russian cybercrime ecosystem (Warren, 2025). In this context, Qilin should be
understood as a transnational criminal actor. Its motive was financial extortion, yet the effects
of its operation reached the level of national healthcare delivery. This distinction is important
because the strategic significance of the attack did not derive from the formal status of the
perpetrator. It derived from the location of the target within the United Kingdom’s critical
health infrastructure.

Qilin’s association with the incident illustrates the complexity of attribution and
communication in contemporary ransomware operations in the cyberspace. In June 2024,
Qilin reportedly spoke to the BBC through the encrypted messaging service gqTox and
attempted to frame the attack as a political protest against the actions of the British
government (Warren, 2025). However, the clearest operational logic of the attack remained
financial extortion, since the central demand was the payment of a USS50 million ransom.

The direct target of the attack was Synnovis as a pathology provider. The affected
population, however, was much broader. The damage which caused by this attack extends
also to Guy’s and St Thomas’ NHS Foundation Trust, King’s College Hospital NHS Foundation
Trust, primary care services in South East London, 194 general practice surgeries, healthcare
workers, patients and the wider public that uses the NHS services (Rajput et al., 2025; Toparti
et al.,, 2026). This evidence thus exemplify in which in a digitally integrated healthcare
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ecosystem thus a technical target can become a strategic pressure point when it occupies a
central position in the service network.

To give a broader sense, the Synnovis attack perpetuates several severe impacts that
were visible in the scale of cancelled and delayed care. Noting from Rajput et al. (2025), it is
shown that the disruption has led to cancellation of around 10,152 outpatient appointments
which also led to the effect of the postponement of 1,710 elective procedures at Guy’s and St
Thomas’ NHS Foundation Trust and King’s College Hospital. This impact derive into a
prolonged recovery timeline, it is noted that the recovery to near-normal operating levels can
be done after 16 weeks after the initial shutdown. Therefore, it shows in which ransomware
attack can produce a sustained operational crisis.

The impact on primary care was also severe. Resources had to be redirected to
prioritize hospital-based services due to the impacted blood test processing capacity.
Consequently, primary care services in South East London faced hard times in order to obtain
timely test results for new diagnoses and urgent medical needs. Rajput et al. (2025) also add
a point whereas the impact on primary care is often less visible in public reporting although
delays in cancer diagnosis, referrals to secondary care and chronic disease monitoring can
generate long-term consequences for patient outcomes.

In addition to clinical disruption, the attack has thus developed into a data breach.
Moving on to 20 June 2024, the Qilin group began publishing the stolen data online. This
evidence thus indicates that the Synnovis case exemplifies a broader pattern in modern
ransomware operations in which encryption, data theft, public exposure are combined to
increase pressure on the victim. Noting down from the Synnovis Cyberattack Information
Centre, the published data consisted of partial copies from administrative working drives and
may have included names, NHS numbers and medical test codes (Synnovis, 2024). Moreover,
moving on to the financial impact of the attack. According to Kello et al. (2026) estimation, it
is projected that the economic cost of the attack on Synnovis reached around £32.7 million in
2024. These numbers also count the immediate response costs and longer-term recovery
efforts.

Based on these dynamics, the strategic objective of the Synnovis attack can be
understood as financial extortion through health service disruption. The immediate aim of the
perpetrators was to obtain ransom payment. Yet the pressure used to pursue that aim was
built through disruption to healthcare services, the risk of patient data exposure, recovery
costs and reputational harm to Synnovis and the NHS. The attackers exploited the sensitivity
of the healthcare sector as leverage. Because healthcare services have a very low tolerance
for downtime, ransomware against this sector can generate stronger pressure than attacks
against ordinary commercial organizations.

Ransomware Attack on Synnovis as Coercion in Cyberspace

Borghard and Lonergan (2017) conceptualize coercion as an attempt to influence a
target’s behaviour by shaping the relative costs of resistance and compliance. Their
framework identifies four connected elements: communication, cost-benefit calculus,
credibility, and reassurance. Applied to ransomware, these elements provide a useful way to
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examine how a criminal actor attempts to transform technical disruption into behavioural
pressure. However, their presence should not be merely treated as evidence that coercion has
succeeded. This distinction is particularly important in the Synnovis case because Qilin clearly
imposed substantial costs, while the demanded ransom payment did not occur. The analysis,
therefore, will distinguish between the production of coercive pressure and the successful
conversion of that pressure into compliance.

Moving to the first element is communication. For Borghard and Lonergan (2017),
coercion requires the target to understand the behaviour being demanded and the
consequences associated with refusal. Communication can be difficult in cyberspace because
attribution, intention and signaling are often ambiguous. Ransomware partially reduces this
problem because the attacker normally communicates a conditional demand directly:
payment is requested in exchange for some combination of decryption, restoration or
restraint from publishing stolen information.

In the Synnovis case, Qilin’s principal demand was relatively clear. The group
reportedly demanded approximately USS50 million (Rajput et al., 2025; Toparti et al., 2026).
Qilin also communicated through the encrypted messaging service qTox and later spoke to
the BBC, where it attempted to frame the attack as a political protest connected to British
government actions in an unspecified conflict (Warren, 2025). However, the available
evidence does not identify a corresponding political concession demanded from the British
government. The financial demand therefore provides the clearest indication of the
operation’s immediate objective.

Communication was subsequently reinforced through the publication of stolen data
on 20 June 2024 after the ransom was not paid (Warren, 2025). Data publication
communicated Qilin’s willingness to impose an additional consequence following refusal. It
also demonstrated that the threat of exposure was actionable rather than merely rhetorical.
Accordingly, communication in the Synnovis case was strongest at the level of financial
extortion. Qilin communicated the demanded behaviour and demonstrated consequences
associated with non-payment, while its broader political claims remained less clearly
connected to a specific behavioural demand.

The second element is cost-benefit calculus. In Borghard and Lonergan’s (2017)
framework, the relevant question is whether the coercer can make compliance sufficiently
attractive, or continued resistance sufficiently costly, to change the target’s behaviour. To set
the stage for this part, evidence that an operation produced damage therefore establishes
cost imposition, while successful manipulation of the target’s cost-benefit calculus requires
stronger evidence that those costs changed the relative attractiveness of resistance and
compliance. This distinction matters to underline the condition where severe costs can
somehow exist without producing the demanded behaviour, as what will be discussed in the
Qilin case afterwards.

Qilin case clearly demonstrated a substantial capacity for cost imposition. First, the
attack disrupted pathology systems supporting healthcare services across parts of London.
The disruption constrained blood testing, diagnostic services, transfusion processing, sample
processing and result reporting. These operational effects subsequently affected clinical
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activity. Again, noting Rajput et al. (2025) report, around 10,152 outpatient appointments
were cancelled and 1,710 elective procedures were postponed, while 194 general practices in
South East London were also affected. These consequences show that compromising Synnovis
allowed disruption to extend beyond the directly targeted organization into healthcare
providers that depended on its services.

Second, Qilin increased the costs of continued resistance through data exposure. The
publication of stolen information created additional privacy, reputational and data-protection
consequences because the compromised material involved sensitive health-related
information. Third, the interruption of pathology services created potential patient-safety
consequences. Delayed diagnostic results, disrupted transfusion processes, postponed
procedures and interruptions to routine monitoring transformed the incident from an
information-security problem into a healthcare-service disruption. Finally, the financial
consequences were substantial. As the estimated cost associated with the incident reached
approximately £32.7 million in 2024, including response and recovery expenditures (Kello et
al., 2026).

Taken together, these consequences provide strong evidence that Qilin made
resistance costly. They do not, however, demonstrate that Qilin successfully changed the
target’s underlying cost-benefit calculation. As a limitation of this research, the available
documentary evidence does not provide sufficient access to Synnovis’s internal deliberations,
negotiation records, or decision-making process to determine whether decision-makers came
to regard payment as preferable to continued resistance. Accordingly, the analysis thus
establishes that Qilin attempted to alter the calculus by increasing the costs associated with
non-payment.

The behavioural outcome provides an important boundary for this interpretation. The
reported USS50 million ransom was not paid. Non-payment does not reveal every
consideration that informed the decision and the available evidence does not permit a
complete reconstruction of the internal reasoning behind it. Nevertheless, the outcome
establishes that the pressure generated by Qilin was insufficient to produce the demanded
behaviour. The Synnovis case, therefore, demonstrates substantial cost imposition without
evidence of successful cost-benefit manipulation sufficient to secure compliance.

This distinction becomes even more important when considering how the costs were
distributed. Synnovis was the direct organizational target, while a significant proportion of the
consequences were experienced by NHS trusts, general practices, clinicians and patients. The
actors bearing the operational and clinical costs were, therefore, broader than the actor or
actors capable of deciding whether the ransom should be paid. In such an interconnected
service network, the aggregate severity of harm may exceed the decision pressure
experienced by the authority controlling compliance. The case consequently suggests that the
coercive value of disruption depends partly on the relationship between where costs are
imposed and where decision authority is located.

Moving on, the third element is credibility. A coercive threat becomes credible when
the target believes that the coercer possesses both the capability and willingness to impose
the threatened consequences. Borghard and Lonergan (2017) emphasize that credibility is
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particularly difficult to establish in cyberspace because capabilities are often concealed and
intentions are difficult to interpret. In ransomware, however, attackers can establish
credibility through observable actions that demonstrate access to systems, possession of data
and willingness to escalate harm.

Qilin established considerable credibility through the operational effects of the
Synnovis attack. The group demonstrated that it had obtained sufficient access to disrupt
pathology services, reduce sample-processing capacity and generate consequences for
healthcare providers dependent on Synnovis (Kello et al., 2026). These effects provided
observable evidence of capability. The subsequent publication of stolen information further
demonstrated willingness to carry out threatened consequences following non-payment.

Data publication strengthened credibility in two respects. First, it demonstrated
possession of information that could create further reputational and privacy-related costs for
the victim. Second, it showed that Qilin was prepared to impose additional harm after its
demand had not been satisfied. Credibility, therefore, arose from demonstrated capability and
implemented consequences rather than from Qilin’s political statements.

However, credibility of punishment should remain analytically separate from coercive
effectiveness. Qilin demonstrated that it could impose harm and follow through on threats,
yet this credibility did not produce ransom payment. The case therefore illustrates that
credible punishment is an important component of coercive pressure without being sufficient
by itself to generate compliance.

The fourth element is reassurance. In coercive bargaining, the target must have some
reason to believe that compliance will reduce or terminate the threatened punishment.
Borghard and Lonergan (2017) identify this as a persistent difficulty in cyberspace because the
target may be unable to verify whether malicious access has been removed, copied
information has actually been deleted, or an attacker will refrain from returning. The same
difficulty is pronounced in ransomware because the relationship between perpetrator and
victim lacks institutional mechanisms for enforcing promises after payment.

Reassurance was, therefore, particularly weak in the Synnovis case. Even if Qilin
offered decryption or restraint from further data publication, Synnovis could not
independently ensure that compliance would fully terminate the consequences of the attack.
Exfiltrated information can be copied, transferred, sold, or reused after payment (Riggs et al.,
2023). Moreover, criminal ransomware groups operate outside enforceable contractual
relationships, leaving victims without a reliable mechanism to compel them to honor promises
concerning deletion or system restoration (Teichmann, 2026). Payment also cannot guarantee
that systems will recover quickly or completely.

Weak reassurance changes the cost-benefit problem itself. Payment creates an
immediate financial cost while offering uncertain benefits. If the target cannot reliably expect
system recovery, permanent deletion of stolen information, or protection against subsequent
exploitation, compliance becomes less predictable as a means of reducing harm. In this
respect, Qilin’s ability to impose substantial punishment was stronger than its ability to
provide a credible assurance that payment would terminate that punishment.
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The reported non-payment is consistent with this uncertainty, although the
documentary evidence does not allow the study to attribute the decision to reassurance
alone. Other institutional, financial, legal, reputational or strategic considerations may also
have influenced the decision. For this reason, the analysis does not infer the internal reasoning
of Synnovis or other relevant decision-makers where direct evidence is unavailable. It instead
identifies weak reassurance as a structural limitation of ransomware-based coercion: the
perpetrator can demonstrate its ability to cause harm more easily than it can guarantee that
compliance will securely terminate that harm.

Taken together, the four elements show that the Synnovis attack possessed a clear
coercive structure while producing an unsuccessful coercive outcome. Communication was
evident in the ransom demand and threatened consequences of refusal. Cost imposition was
substantial, as disruption generated operational, clinical, financial, reputational and
informational consequences across the healthcare service network. Credibility was
demonstrated through actual disruption and the subsequent publication of stolen data.
Reassurance remained comparatively weak because payment offered no dependable
guarantee of complete recovery, permanent data deletion or protection from further
exploitation.

Most importantly, the case refines how the cost-benefit element should be interpreted
in ransomware-based cybercoercion. The magnitude of harm cannot be used as a proxy for
successful manipulation of the target’s cost-benefit calculus. Qilin demonstrated the capacity
to impose severe costs and appears to have designed those costs to increase pressure for
payment. The available evidence does not establish that this pressure changed the relevant
decision-maker’s preferences sufficiently to produce compliance. The ransom remained
unpaid. The Synnovis case should, therefore, be understood as an instance of successful cost
imposition combined with unsuccessful coercive conversion. It also indicates that cyber
coercion against interconnected essential services depends on how disruption, costs and
decision authority are distributed across the affected network.

Strategic Implications for International Relations and Cyber Coercion Studies

The Synnovis incident demonstrates that ransomware attacks against healthcare can
generate consequences extending well beyond the technical disruption of information
systems. By compromising a pathology provider embedded within the NHS service network,
Qilin disrupted clinical processes across hospitals and general practices and exposed patients
to delayed diagnostic and treatment services (Rajput et al., 2025). The strategic significance
of the incident, therefore, arose partly from the relationship between the directly
compromised organization and the essential services that depended on it. This suggests that
a non-state criminal actor can generate consequences relevant to state capacity when it
targets an organization occupying an important position within critical public-service
infrastructure.

This finding has implications for how actors and capabilities are understood in
International Relations. Strategic threats have traditionally been associated with states,
militaries, and politically motivated organizations possessing identifiable political objectives
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(Tu et al., 2024). Cyberspace broadens this landscape because actors pursuing predominantly
financial objectives can nevertheless produce political and social consequences. Qilin was a
transnational ransomware group associated with the Russian cybercrime ecosystem, while its
immediate observable objective in the Synnovis operation was financial extortion. Yet the
effects of the attack reached NHS pathology services, primary and secondary healthcare
providers, patient data, and clinical activity. The case, therefore, indicates that strategic
consequences in cyberspace can result from the interaction between an attacker’s disruptive
capability and the institutional position of its target.

This point also strengthens the connection between cybersecurity and health security.
Healthcare systems provide time-sensitive services in which prolonged disruption can affect
diagnosis, chronic-disease monitoring, referrals, transfusion services and patient treatment
(Bernard et al., 2020; Muthuppalaniappan & Stevenson, 2020; Rajput et al., 2025).
Consequently, cybersecurity failures in healthcare can acquire public-safety and national-
resilience implications. The Synnovis case is particularly instructive because the immediate
technical compromise occurred within one service provider, while the consequences were
transmitted through organizations that depended on its pathology capabilities. This pattern
demonstrates why the security of healthcare suppliers cannot be separated easily from the
resilience of the wider health system.

The United Kingdom’s immediate response illustrates the multi-institutional character
of cyber incident management. NHS England coordinated measures to maintain urgent
healthcare services and redirect parts of pathology processing, while the National Cyber
Security Centre, National Crime Agency, Information Commissioner’s Office and Synnovis
became involved in different technical, investigative, regulatory, and data-protection
dimensions of the response (Kello et al., 2026). These actions indicate that ransomware
against essential services requires coordination across healthcare administration,
cybersecurity, criminal investigation, and data governance. At the same time, the prolonged
disruption demonstrates the limitations of response measures once a highly dependent
service provider has already been compromised.

Furthermore, the longer-term regulatory implications, such as the emergence of Cyber
Security and Resilience Bill, require greater caution. The United Kingdom had already
established the Network and Information Systems Regulations in 2018 to improve the security
and resilience of essential services, including health. More importantly, the Second Post-
Implementation Review published in 2022 had already identified several weaknesses
requiring further attention. These included insufficient protection of supply chains where
suppliers were critical to essential-service provision, weaknesses in incident reporting, limited
regulatory resources, underused enforcement mechanisms and inconsistent implementation
across sectors.

The June 2024 attack, hence, subsequently provided a highly visible demonstration of
the type of supply-chain vulnerability that earlier reviews had identified. When the
government set out its Cyber Security and Resilience Policy Statement in April 2025, it
explicitly referred to the ransomware attack on a supplier to NHS hospitals and the
postponement of more than 11,000 outpatient appointments and procedures. At the same
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time, the policy statement acknowledged that the legislative proposals were also informed by
consultations undertaken by the previous government in 2022 and 2023. The interpretation
is, therefore, that Synnovis would reinforced the contemporary relevance and urgency of an
existing regulatory reform agenda, particularly concerning supply-chain dependency and the
resilience of essential services.

The attack also reveals limits to domestic cyber governance when ransomware
operations are transnational. The United Kingdom could coordinate service recovery,
investigate the incident, address data-protection consequences, and strengthen domestic
regulation. Its ability to impose direct consequences on perpetrators operating through
transnational criminal networks was more constrained. Attribution remains difficult because
ransomware actors can obscure infrastructure, identity and organizational relationships,
while investigation and enforcement can require cooperation across jurisdictions (Borghard &
Lonergan, 2017). These difficulties become greater where perpetrators operate from
jurisdictions in which cooperation with victim states is limited.

Cross-border enforcement, therefore, remains a significant challenge. Investigating
ransomware may require information exchange, infrastructure disruption, financial tracing,
asset seizure, and coordinated criminal proceedings across several jurisdictions (Akyesilmen
& Akdag, 2025). Such coordination can proceed more slowly than ransomware operations
themselves. In addition, the Synnovis incident cuts across several governance domains,
including cybercrime, healthcare security, data protection, critical infrastructure, and national
resilience. Existing international institutions address parts of these problems, while authority
and enforcement remain distributed among different legal and institutional arrangements (Li,
2025). The result is a governance environment in which states may possess considerable
capacity to mitigate domestic consequences while retaining more limited capacity to suppress
the transnational ecosystem producing those attacks.

Furthermore, for cyber-coercion scholarship, the case offers a related theoretical
implication. Borghard and Lonergan’s (2017) framework was developed primarily in relation
to strategic interaction among states, yet Synnovis shows that criminal ransomware can
reproduce several components of coercive bargaining. Qilin communicated a demand,
imposed costs, demonstrated its capacity and willingness to inflict additional harm, and
implicitly offered restraint in exchange for compliance. However, as the preceding analysis
demonstrates, these elements did not produce successful coercion. Severe disruption and
credible punishment remained insufficient to secure ransom payment.

The case, therefore, extends cyber-coercion research in two related directions. First, it
shows that coercive capacity and coercive success should be analysed separately when
studying ransomware or other related cybercoercion events. Non-state criminal actors can
generate substantial pressure through disruption and data exposure without successfully
changing the behaviour of the target. Second, it shows that the strategic consequences of
cyber coercion depend partly on the target’s position within an interconnected service
network. Synnovis was the direct organizational target, while significant costs were
distributed across hospitals, general practices, clinicians and patients. The actors experiencing
those consequences were not necessarily the actors controlling the payment decision.
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Consequently, widespread disruption does not translate automatically into equivalent
bargaining leverage.

Taken together, the Synnovis case suggests that ransomware-based coercion should
be analysed through the relationship among service dependency, cost distribution, decision
authority and behavioural outcome. A criminal actor may exploit an organization whose
network position enables disruption to spread across essential public services. Yet the
effectiveness of that strategy depends on whether the resulting costs reach the relevant
decision-maker in a form sufficient to produce compliance. This distinction explains how an
attack can generate substantial national-resilience consequences while remaining
unsuccessful in achieving the coercer’s immediate demand.

CONCLUSION

This article examined the 2024 Synnovis ransomware attack from the lens of coercion
in cyberspace framework. The findings show that Qilin communicated a financial demand and
used system disruption and the subsequent publication of stolen information to generate
pressure for payment. These actions imposed substantial operational, clinical, financial and
reputational costs on Synnovis and the wider NHS service network. However, the available
evidence does not establish that these costs altered the relevant decision-maker’s
preferences sufficiently to make payment preferable to continued resistance. The ransom
remained unpaid. The Synnovis incident is, therefore, best understood as an unsuccessful
ransomware-based coercive attempt characterized by substantial cost imposition without
successful coercive conversion.

The Synnovis case further contributes to cyber-coercion research by showing how the
distribution of harm can differ from the distribution of decision authority. Synnovis was the
direct organizational target, yet the consequences extended across NHS trusts, general
practices, clinicians, patients and other actors dependent on its pathology services. This
network position amplified the social and clinical consequences of the attack. At the same
time, the actors experiencing those consequences were not necessarily the actors capable of
authorizing ransom payment. The case, therefore, suggests that the coercive significance of
ransomware depends on the relationship among service dependency, cost distribution,
decision authority and behavioural outcome. Severe system-wide disruption can coexist with
unsuccessful coercion when the costs generated across a service network do not translate into
sufficient pressure on the actor controlling compliance.

The policy implications follow from this distinction. Healthcare resilience cannot be
assessed solely at the level of individual organizations because essential services increasingly
depend on interconnected suppliers and digital service relationships. The Synnovis incident
demonstrates the importance of identifying critical dependencies, strengthening supplier
oversight, improving incident reporting and clarifying decision authority during ransomware
incidents. It also illustrates vulnerabilities that were already recognized within the United
Kingdom’s broader cyber-resilience reform agenda. The later development of the regulatory
framework should therefore be understood within this longer regulatory trajectory, with
Synnovis providing a prominent empirical demonstration of the supply-chain and critical-
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supplier risks that the evolving framework seeks to address. International cooperation
remains equally important because ransomware groups operate across jurisdictions where
attribution, investigation, asset recovery, and enforcement depend on coordination among
multiple authorities.

Future research should examine whether these relationships hold across other
ransomware incidents involving essential public services. Comparative studies could
investigate how organizational ownership, payment policies, supplier concentration and
institutional decision structures affect the conversion of imposed costs into compliance.
Further research should also examine how reassurance operates in criminal ransomware
negotiations and whether the expected benefits of payment differ systematically between
public and private organizations. Most importantly, comparative evidence could test whether
the separation between the direct target, the actors bearing the consequences and the
authority controlling compliance systematically reduces coercive leverage. Such research
would clarify when ransomware-generated disruption becomes effective coercion and when
severe harm remains insufficient to produce the behaviour demanded by the attacker.
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